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Unified Identity Authentication Scheme Design of “WeCom + CAS”
in Smart Campus
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Abstract: In the context of deepening the construction of smart campus, cloud computing, Internet of things, big data and other
emerging technologies are constantly applied to school management and teaching. The unified identity authentication system is located
in the platform support layer in the overall framework of smart campus, which provides identity authentication, application authoriza-
tion, role management and other functions for the smart campus system. The login mode of unified identity authentication system needs
to balance ease of use and security. This paper proposes an improved scheme of “WeCom +” unified identity authentication system,
which effectively combines the OAuth identity authentication ability in WeCom platform with CAS protocol, unifies the identity authen-
tication entrance of each system in smart campus, simplifies the login operation, and improves the security of user authorized login. Af-
ter the application of the improved scheme in the author’s company, it gradually replaced the authentication method of account pass-
word (accounting for more than 80% ). Practice shows that the unified identity authentication scheme of “WeCom +” has a high promo-
tion value for similar universities that use WeCom as the smart campus mobile portal.
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Fig. 3 Enterprise Wechat OAuth authentication process
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Fig.4 System overall architecture
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Fig.5 Enterprise Wechat + CAS login process
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Fig. 6 Proportion of different login methods
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